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1
Decision/action requested

· Evaluating the impact of SPARROW covert communication vulnerability reported in [1]. 
· Considering remediation strategies including our proposed framework in the paper [2] as an optional security measure for contention-resolution in Section 6.1.3.4 of [3], particularly for sub-6 GHz and potentially NTN deployments.  
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Rationale

This document seeks to introduce the latest material regarding this vulnerability research for the purpose of discussions about potential remediations in this meeting. Here are some highlights from our recent publications:

· The paper [2] provides a comprehensive view of this vulnerability: the general theoretical model, the example disclosed in [1], the impact, formulating the remediation trade-off problem, and a solution proposal,
· The impact and applications of SPARROW have been discussed in Section-IV of [1]. We also have published an informational summary about this discovery in [4]. There is no universal impact on mobile networks, however they can be potentially exploited for malicious activities in sensitive facilities. Therefore, we foresee the demand for an optional security measure in the standard that MNOs can enable on base stations operating in vicinity of the sensitive facilities. 
·  NTN working groups are encouraged to evaluate the impact of this vulnerability considering the increase coverage area per cell.
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Detailed proposal

· Section-V and Section-VI of [2] aim to formulate the remediation problem in the existing context of contention resolution mechanism with Uplink CRI in Msg3 and Downlink CRI replay in Msg4. In absence any prior trust between a cell and a UE, we have analyzed the strategy of obfuscating (scrambling) the CRI in Msg4. We have shown that there is theoretic trade-off between reducing channel capacity for SPARROW channel and the CRI performance in resolving contention.

· Section-VII of [2] will present an obfuscation solution that combines random-bit operation and hashing on Msg4. This will make error-free communication in the SPARROW channel practically impossible. The numerical results in Section-VIII indicate its ability to slash the rate of a SPARROW channel with minimal impact on the contention resolution performance measured by probability of having more than one of the contending UEs succeed past Msg4.

· The presented remediation solution can be adopted in the standard as an optional RACH configuration that will be enabled in cells serving areas with facilities sensitive to malicious applications of the SPARROW technique.
